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VER. Date Description
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Dec. 8, 2017 Create the IPC HTTP CGl specification ver1.0.0
1.0.1 201942 A 26 0 | Wi ah il GET A SET ) CGI # 1
Feb. 26,2019 Add CGl interface for motion detection of GET and SET
1.0.2 20194F9 H 27 H | ¥ 1. AR AP, 2, &S AP, 3. REHT, (REML
Set. 27,2019 FCE APl 4. WHTHEIIRE, 5. #EIREIIRE APL.
Add 1, user management API, 2, acquisition of device model API, 3,
restore the factory, retain network configuration API, 4, equipment
upgrade function, 5, screenshot preservation API.
1.03 [ 20194 11 H 11 A | SSRGS AR CGl # .
Nov. 11,2019 Added CGil interface for obtaining video files.
1.04 2019412 4 10 H | ¥ hn3k I RTMP o B A1 58 13 1 .
Dec. 10,2019 Added interface to get RTMP configuration and settings.
1.0.5 2020 F 1 J3 16 H | HOMELEHL B ERISE, — SRS HPRE
Jan.16,2020 Increase the parameters set by the camera and the status of some
services.
1.0.6 2020 /3 H 27 H | ¥ HTTPS iE 5 EAARIALEH B n
Mar.27.2020 Add interfaces for HTTPS certificate upload and private key upload
1.0.8 2020 £ 9 3 27 H | #ImEE L OSD # M
Sep.27.2020 Add UserOSD interface
1.0.9 | 2020 4511 H 16 H | S¥% CGI iRE 50/60Hz, CGI IZHIARER KR, CGI IBHIFFRIT,
Nov.27.2020 CGI Ay limEFFR
Support CGI setting 50/60Hz, CGI control day and night mode
conversion, CGI control switch light, CGI control port switch
1.010 | 20224 4 H 27 H | X#F URL Bkid &5 5410, CGl ¥ UID AU A, CGI F3lfilk io i

April.27.2022

AN, cgi X E onvif iLE, cgi WHE rsp BLE, cgi FRANLK AR A7 B R
A, cgi WEABBAEIRE, cgi WEFINRITHLE, cgi &E OEM &
=

Support URL skip login interface, CGI set UID valid time, CGl manually
trigger io input alarm, cgi set onvif configuration, cgi set rtsp
configuration, cgi get relay position status, cgi set relay position status,

cgi set manual shutter speed, cgi set OEM model

setManuallnputAlarm

Set device OEM model,UserOSD(POS:Only set without saving)
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1. HTTP &R 5 M R A% X

1. The format of the HTTP request and response

1) HTTP GET 3K, EIER I N A LHFAE HTTP URL H1.
1) To request with HTTP GET, write the contents of the request in the HTTP URL.

2) AR FEAWERESHN R ENRE, REYHICERGR: R FHEESHN £
W, WERYZEIR NI E S
il n B E /cgi-bin/network?uid=XXXXXXXX
WHEILE /cgi-bin/network?dhcp=08&uid=XXXXXXXX

2) If there is no configuration parameter behind the question mark, it is the query configuration
to return the current configuration information;If the configuration parameter behind the
guestion mark is set, the configuration parameter returned to take effect after the success is set.
For example

Query configuration /cgi-bin/network?uid=XXXXXXXX

Set the configuration  /cgi-bin/network?dhcp=0&uid=XXXXXXXX

3) T R IR LIS £ M S ) 4 ST Pl [l R R SR R, A 0
<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

3) The cause of the error returned in the response message when the request failed. Message
format for example

<?xml version="1.0" encoding="UTF-8"?>

<fault>

<value>describe the value</value>

<reason>describe the reason</reason>

</fault>

2. CGl FEOFF

2. The interface list

FF5 | #E3KH URL #iR
No. | The requested URL Description
1 /cgi-bin/getuid?username=xxxx&password=xxxx FRHL user id

Request user id

2 /cgi-bin/keep_alive?uid=XXXXXXXX Lok
Keep alive
3 /cgi-bin/getinfo?uid=XXXXXXXX WG R

Version information
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4 /cgi-bin/getcapabilities?uid=XXXXXXXX VAR
capabilities
5 /cgi-bin/reboot?uid=XXXXXXXX HA
reboot
6 /cgi-bin/factory_reset?uid=XXXXXXXX KEH) WKE
Restore default Settings
7 /cgi-bin/network?uid=XXXXXXXX X 2 PiC B
network
8 /cgi-bin/time?uid=XXXXXXXX B 1]
time
9 /cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX WA gmbs e 115
Video encoding
capabilities
10 /cgi-bin/videoencoder?uid=XXXXXXXX A0 2 A i
Video encoding
configuration
11 /cgi-bin/audioencoder/getcapabilities 2uid=XXXXXXXX EANmAYEE S5
Audio encoding
capabilities
12 /cgi-bin/audioencoder?uid=XXXXXXXX A G i B
Audio encoding
configuration
13 /cgi-bin/osd?uid=XXXXXXXX 0osD
14 /cgi-bin/image?uid=XXXXXXXX K14
image
15 /cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX = G
PTZ
16 | /cgi-bin/motion?uid=XXXXXXXX % Bh it
Motion
17 | /cgi-bin/getmodel?uid=XXXXXXXX RIS
Model
18 /cgi-bin/user_management?uid=XXXXXX D ak-si
User Management
19 /cgi-bin/snapshot.cgi?uid=XXXXXXX I EAE
snapshot upload
20 POST /cgi-bin/OnvifFirmwareUpgrade HTTP/1.1 [#] T2
Upgrade Firmware
21
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3. Interface specification

H 567 E A H /cgi-bin/getuid #2 M EREL user id, AR MR ZE5IE user id. User id 60
FOREIN, R G 75 EEHIEK useride BRREINTER cgi #2112 J5 BT HE N I [A],
TR ARG 15 SR AH A user id AN, T LU /cgi-bin/keep_alive 322 L1738 00 Bk o

First you need to get the user id using the /cgi-bin/getuid interface. The other interfaces

need to authenticate the user id. User id timeout for 60 seconds, user id needs to be requested

again after expiration. After each successful request cgi interface to recalculate the timeout, if

there is no request for a long time and hope user id does not expire, you can use the

/cgi-bin/keep_alive interface to keep the heartbeat.

3.1 FKHY userid
3.1 Get user id

/cgi-bin/getuid?username=xxxx&password=xxxx

SH AR SHE iR
Parameter name | Parameter value Description
username R IPC 44
Letters and Numbers IPC username
password FREMH IPC 215
Letters and Numbers IPC password
M) ]S PR SC
Response message
RS HE HiiR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> THR AT, uid /& XXXXXXXX
<Uid>XXXXXXXX</uid> The request was successful, uid is
XXXXXXXX
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I
<fault> Failed to get parameters
<value>/cgi-bin/getuid</value>
<reason>error, parse parameters</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> FRELH P 42 R
<fault> Failed to get username
<value>/cgi-bin/getuid</value>
<reason>error, parse username</reason>
</fault>
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400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/getuid</value>

<reason>error, parse password</reason>

RIS R

Failed to get password

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> EID R
<fault> Wrong password

<value>/cgi-bin/getuid</value>

<reason>password error</reason>

</fault>

3.2 0ok
3.2 Keep alive

/cgi-bin/keep_alive?uid=XXXXXXXX

SHAK ZHE

Parameter name Parameter value

iR

Description

uid ZUEMAF id, 83 /cgi-bin/getuid B2 115 211 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

HE] 7 ) S

Response message

K& W& ik

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> TER T

<keep_alive>true</keep_alive> The request was successful

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR I

<fault>
<value>/cgi-bin/keep_alive</value>
<reason>error, parse parameters</reason>

</fault>

CoemREE S AEHAD cal 117
SR ESI AT RE B, RSO
SR

Failed to get parameters

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?>

<fault>

SREX uid 25K
b By BAEHAL cal #OiE

10
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<value>/cgi-bin/keep_alive</value> SR B RT AR L, R SO ER
<reason>error, parse uid</reason> SR
</fault>

Failed to get uid

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)

400 <?xml version="1.0" encoding="UTF-8"?> uid F R B ORI R AL
<fault> Cthmm By SR AR cal HEiE
<value>/cgi-bin/keep_alive</value> SR BTt RT RE I, RSO E
<reason>uid error</reason> R
</fault>

uid error or invalid timeout

(This response message may also
appear in the request of other CGI
interface error, the following will

not be repeated explanation)

3.3 FRREREE

3.3 Version information

/cgi-bin/getinfo?
/cgi-bin/getinfo?uid=XXXXXXXX

Y. getinfo WA IR P 4 803 B UGIER N i, 7T LA OEM (5 B A MAC Hidik,
WnEIN EAIEZ 5, ATRASRBGS & B A 1R R

Note: When getinfo is not added with user name or password authentication, it can output OEM
information and MAC address. If authentication is added, all information of the device can be
obtained.

SHAK ZHE iR

Parameter name | Parameter value Description

uid SRR id, JE T /cgi-bin/getuid 152 id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

Wi 7 FR) % 3C

Response message

R SES ik

Status Content Description

code

11
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200

<?xml version="1.0" encoding="UTF-8"?>

<info oem="MC400L" mac_address="F0:00:00:29:06:9F"/>

R . SHENEZ:
oem: WIS
mac_address: MAC #JF bt
The request was successful. The
value of the parameter is:

oem: device model

mac_address: MAC physical address

200

<?xml version="1.0" encoding="UTF-8"?>

<info kernel="Linux 3.18.30 #15 PREEMPT Fri Mar 30

HREI . SHER:
kernel: WHZIRA

15:27:46 CST 2018 armv7l" filesystem="MC400L" | filesystem: S 1FRGRA
sn="EFO000000029069F" oem="MC400L" | sn: F=5hF5%5
mac_address="F0:00:00:29:06:9F"/>
The request was successful. The
value of the parameter is:
kernel: Kernel version
filesystem: File system version
sn: Product serial number
3.4 BEJI%E
3.4 Get capabilities
/cgi-bin/getcapabilities?uid=XXXXXXXX
SH AWK SHE i35
Parameter name | Parameter value Description
uid SEI R id, JE /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
RS

Response message

REG NE i35
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> BRI . SHNME 1 308, 0 A3

<capabilities video="1" audio="1" ptz="0"/>

video: &5 SCFFALN
audio: &7 XFFEH

ptz: JETHSCRF R G

The request was successful. The value of parameter 1

is supported, 0 is not supported.

12
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video: Whether to support video

audio: Whether to support audio

ptz: Whether to support PTZ

3.5 B
3.5 Reboot

/cgi-bin/reboot?uid=XXXXXXXX

SHAWK SHE iR

Parameter name | Parameter value Description

uid LG id, #id/cgi-bin/getuid B2 143217 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

HE] 7 ) S

Response message

K& W& ik

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> TR BT
<reboot>true</reboot> The request was successful.

3.6 KEH WE

3.6 Restore default Settings

/cgi-bin/factory_reset?uid=XXXXXXXX
/cgi-bin/factory_reset?retain_network=1&uid=XXXXXXXX

SHAK

Parameter name

ZHE

Parameter value

iR

Description

uid

SR P id, @it /cgi-bin/getuid #1351 id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

retain_network

B 1

Number 1

1. FoRE M S REBE M AEE .
1: Represents that restoring the factory will retain the network

configuration of the device.

M 7 ) 3C

Response message

13
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RS N i)
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R
<factory_reset>true</factory_reset> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> retain_network ZHH it & 1, BHRMSE
<value>/cgi-bin/factory_reset</value> WA
<reason>retain_network 0 or 1</reason>
</fault> The retain network parameter can only be 1.

The rest of the parameters are wrong.

400 <?xml version="1.0" encoding="UTF-8"?> ENINE 2 I EN N
<fault> retain_network ZHUNEFIAE, EHEER.
<value>/cgi-bin/factory_reset</value>
<reason>retain_network: NULL</reason> When the retain_network parameter is empty;,
</fault> an error is reported.

3.7 MEEE

3.7 Network Configuration

/cgi-bin/network?uid=XXXXXXXX
/cgi-bin/network?dhcp=0& uid=XXXXXXXX
/cgi-bin/network?ipaddr=192.168.4.65&netmask=255.255.255.0&gateway=192.168.4.1&uid=XX

XXXXXX

/cgi-bin/network?dns1=114.114.114.114&dns2=8.8.8.8&uid=XXXXXXXX
/cgi-bin/network?port=80&uid=XXXXXXXX

SHAK

Parameter name

ZHE

Parameter value

iR

Description

uid SRR id, d8i /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

dhep M5 Option ): 1 i DHCP, 0 %%/ DHCP

1 1 Enable DHCP, 0 Disable DHCP
0

ipaddr IP Mtk
IP address

netmask TR
Subnet mask

gateway DX O bk
Gateway address

dns1 5% DNS
Preferred DNS

dns2 # H DNs

14
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Standby DNS

port

# 80 B 1000 £ | %
65535 Server port
Numbers 80 or from

1000 to 65535

M 7 ) 3C

Response message

Status
code

WA
Content

iR

Description

200

<?xml version="1.0" encoding="UTF-8"?>

<network macaddr="XX-XX-XX-XX-XX-XX" dhcp="0"
ipaddr="192.168.0.10" netmask="255.255.255.0"
gateway="192.168.0.1" dns1="114.114.114.114"
dns2="8.8.8.8" port="80"/>

R . SEER:
macaddr: MAC Hiht

dhcp: 1 /5 H DHCP, 0 %:H] DHCP
ipaddr: [P ikl

netmask: T PIHELD

gateway: IcHihE

dnsl: 5% DNS

dns2: £ DNS

port: i

The request was successful. The
value of the parameter is:

macaddr: MAC address

dhcp: 1 Enable DHCP, 0 Disable DHCP
ipaddr: IP address

netmask: Subnet mask

gateway: Gateway address

dnsl: Preferred DNS

dns2: Standby DNS

port: Server port

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/network</value>
<reason>dhcp: 0 or 1</reason>

</fault>

ZH dhep HiiR
(HARSHM ARG R, AE
=53]

Parameter dhcp error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.8 i A]

3.8 Time

15
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/cgi-bin/time?uid=XXXXXXXX

/cgi-bin/time?timezone=GMT+08:00&uid=XXXXXXXX
/cgi-bin/time?update_method=MANUAL&year=2017&month=11&day=30&hour=8&min=0&sec=
0&uid=XXXXXXXX
/cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&uid=XXXXXXXX
cgi-bin/time?update_method=ntp&ntpaddr=pool.ntp.org&port=123&update_period=60&uid=XX
XXXXXX

SHBK SHE iR

Parameter name | Parameter value Description

uid SR id, 83 /cgi-bin/getuid 4 15 FI1) id
User id for the session. The id passed through the /cgi-bin/getuid

interface.

timezone JET( Option ): i IX

GMT+00:00 Time zone
GMT+01:00
GMT+02:00
GMT+03:00
GMT+03:30
GMT+04:00
GMT+04:30
GMT+05:00
GMT+05:30
GMT+05:45
GMT+06:00
GMT+06:30
GMT+07:00
GMT+08:00
GMT+09:00
GMT+09:30
GMT+10:00
GMT+11:00
GMT+12:00
GMT+13:00
GMT-01:00
GMT-02:00
GMT-03:00
GMT-03:30
GMT-04:00
GMT-04:30
GMT-05:00
GMT-06:00
GMT-07:00

16
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GMT-08:00
GMT-09:00
GMT-10:00
GMT-11:00
GMT-12:00
update_method I Option ): EiR iy
MANUAL Update method
NTP
P2P
year e &8
Numbers year
month o ER Vi
Numbers month
day o =i
Numbers day
hour B ANR)
Numbers hour
min G arEh
Numbers minute
sec G b
Numbers Seconds
ntpaddr NTP il 545tk
NTP server address
port $7 80 B 1000 & | NTP AR55 2% uifi [l
65535 NTP server port
Numbers 80 or from
1000 to 65535
update_period 7 60 %2999999 | ntp [EZPEIKE, (ARG (6] DAFD Ay BiAir
Numbers from 60 to | ntp synchronization interval, interval time is in seconds
999999
M 182 PR 3C
Response message
RS SRS iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> ERET . SHIIMEL:

<time timezone="GMT+08:00"

ntpaddr="pool.ntp.org"

update_method="ntp" | timezone: KJ[X
port="123" | update_method: ¥ #i/7\

current_time="2017-11-30 08:00:00"/> ntpaddr: NTP Jlg45#% il

port: NTP fIx45 #%uifi Il
current_time: 24 {1 [A]

17
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The request was successful. The
value of the parameter is:

timezone: Time zone
update_method: Update method
ntpaddr: NTP server address

port: NTP server port

current_time: Current time

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/time</value>
<reason>timezone error</reason>

</fault>

ZH timezone £ 1%
(AR FE R R, AE
SR

Parameter timezone error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.9 MAGmILRE 114

3.9 Video encoding capabilities

/cgi-bin/videoencoder/getcapabilities?uid=XXXXXXXX

SHAK ZHE iR

Parameter name | Parameter value Description

uid SR id, 181t /cgi-bin/getuid #2115 21#7 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

M) S8 PR SC

Response message

RS HE HiiR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> HRB) . SHEIMER:

<video_capabilities>
<stream1>
<encode_mode name="H264">
<resolution name="2592X1944">
<framerate_range>1-15</framerate_range>
<bitrate_range>500-8000</bitrate_range>
</resolution>
<resolution name="1080P">
<framerate_range>1-30</framerate_range>

<bitrate_range>500-6000</bitrate_range>

streaml: FBE

stream2: TG
encode_mode: A
resolution: 4} #EZ
framerate_range: MiZR{EH
bitrate_range: 33
The request was successful. The

value of the parameter is:

stream1: Main stream

18




IPC HTTP CGI 1§41+

</resolution> stream2: Sub stream
</encode_mode> encode_mode: Encode mode
<encode_mode name="H265"> resolution: Resolution

<resolution name="2592X1944"> framerate_range: Framerate range

<framerate_range>1-15</framerate_range> | bitrate_range: Bitrate range
<bitrate_range>500-6000</bitrate_range>
</resolution>
<resolution name="1080P">
<framerate_range>1-30</framerate_range>
<bitrate_range>500-4000</bitrate_range>
</resolution>
</encode_mode>
</stream1>
<stream2>
<encode_mode name="H264">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
<encode_mode name="H265">
<resolution name="VGA">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
<resolution name="480X360">
<framerate_range>1-30</framerate_range>
<bitrate_range>50-2000</bitrate_range>
</resolution>
</encode_mode>
</stream2>

</video_capabilities>

3.10 ML ELE

3.10 Video encoding configuration

/cgi-bin/videoencoder?uid=XXXXXXXX
/cgi-bin/videoencoder/stream1?encode_mode=H265&resolution=1080P&framerate=25&govlen
gth=100&bitrate=2500&bitrate_control=CBR&uid=XXXXXXXX
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/cgi-bin/videoencoder/stream2?encode_mode=H265&resolution=480X360&framerate=258&gov!
ength=100&bitrate=200&bitrate_control=CBR&uid=XXXXXXXX
/cgi-bin/videoencoder/stream3?encode_mode=H265&resolution=CIF&framerate=10&govlength
=40&bitrate=100&bitrate_control=CBR&uid=XXXXXXXX

SHAWK SHE Eitipa

Parameter name | Parameter value Description

uid SR id, 83l /cgi-bin/getuid 4 15 F1) id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

encode_mode mig AR, J#id/cgi-bin/videoencoder/getcapabilities 4% 115 3|
14 75
Encode_mode. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

resolution ¥EER, @i /cgi-bin/videoencoder/getcapabilities 43 15 3 [
I
Resolution. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

framerate i, i#id/cgi-bin/videoencoder/getcapabilities % 115 31| [ 1%
T
Framerate. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

govlength I 1hoi 1] B
Gov length

bitrate %3, il /cgi-bin/videoencoder/getcapabilities 2 45 21 1) ik
Tt
Bitrate. Options available through the

/cgi-bin/videoencoder/getcapabilities interface

bitrate_control I ( Option ): A 2R 47 | 2K 0
CBR Bitrate control type
VBR
AdvanceEncodeC | #£3i( Option ): MRS DT B
onfig/profile 0~1 Video Encode Profile
0:default

1:baseprofile

M 7 A4 3C

Response message

REG RE #ik

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R SHMER:
<videoencoder> streaml: TG
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framerate="25" govlength="100"

bitrate_control="CBR"/>

framerate="25"
bitrate_control="CBR"/>

</videoencoder>

<streaml encode_mode="H265" resolution="1080P"

bitrate="2500"

<stream2 encode_mode="H265" resolution="480X360"

govlength="100" bitrate="200"

stream2: T3
encode_mode: ZAGHET
resolution: 7} #F%
framerate_range: M523 [
govlength: | i [a] k&
bitrate_range: 33 {E[H
bitrate_control: A%z | 2871

The request was successful. The
value of the parameter is:

stream1: Main stream

stream2: Sub stream

encode_mode: Encode mode
resolution: Resolution
framerate_range: Framerate range
govlength: Gov length

bitrate_range: Bitrate range

bitrate_control: Bitrate control type

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/videoencoder/streami</value>
<reason>encode_mode error</reason>

</fault>

Z ¥ encode_mode 4%
(HALSH R IR R, AE
=53]

Parameter encode_mode error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.11 FMmILEEIR

3.11 Audio encoding capabilities

/cgi-bin/audioencoder/getcapabilities?uid=XXXXXXXX

SHAK ZHE

Parameter name Parameter value

iR

Description

uid SR id, JEE /cgi-bin/getuid #1532 id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

Wi 7 FR) i 3C

Response message

R SES

Status Content

ik

Description
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code

200 <?xml version="1.0" encoding="UTF-8"?> R EI. SHEZ:

<audio_capabilities>

<encode_type name="G.711">
<samplerate name="8000">

<bitrate>64000</bitrate>
</samplerate>

</encode_type>

<encode_type name="G.711A">

<samplerate name="8000">

encode_type: Zmismy
samplerate: SEFER
bitrate: FLREZR

The request was successful. The
value of the parameter is:
encode_type: Encode type

samplerate: Samplerate

<bitrate>64000</bitrate> bitrate: Bitrate

</samplerate>
</encode_type>
<encode_type name="AAC">

<samplerate name="16000">
<bitrate>16000</bitrate>

</samplerate>
</encode_type>

</audio_capabilities>

3.12 HHigmiSELE

3.12 Audio encoding configuration

/cgi-bin/audioencoder?uid=XXXXXXXX

/cgi-bin/audioencoder?enable=0&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&uid=XXXXXXXX
/cgi-bin/audioencoder?enable=1&encode_type=G.711&samplerate=8000&bitrate=640008&uid=X

XXXXXXX

/cgi-bin/audioencoder?input_volume=608&output_volume=80&amplify=1&uid=XXXXXXXX

SH AR ZHE ik
Parameter name | Parameter value Description
uid SR id, JEE /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
enable &1 ( Option ): 1 BB, o ZEHEMN

1
0

1 Enable audio, 0 Disable audio

encode_type

Ymiig IRy, @ Id/cgi-bin/audioencoder/getcapabilities 4% 115 2|
fapriy
Encode type. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

samplerate

KFEZR, @il /cgi-bin/audioencoder/getcapabilities 22 175 3¢
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prid
Samplerate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

bitrate

Eb4ER, i#id/cgi-bin/audioencoder/getcapabilities 22 175 3]
1T
Bitrate. Options available through the

/cgi-bin/audioencoder/getcapabilities interface

input_volume ¥ 1 £ 100 MAEE
Numbers from 1 to | Inputvolume
100

output_volume ¥+ 1% 100 WS E

Numbers from 1 to

100

Output volume

amplify

I ( Option ):
1
0

1 FESI, 0 M ST

1 Enable audio amplifier, 0 Disable audio amplifier
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Wi J87 8] 4 3C
Response message
RS N (i3]
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> VEREI. SHEZ:
<audioencoder enable="1" encode_type="G.711" | enable: )& &2t H &4
samplerate="8000" bitrate="64000" input_volume="60" | encode_type: #if5%I
output_volume="80" amplify="1"/> samplerate: KFEZR
bitrate: FLRER
input_volume: FIAEE
output_volume: HiHi& &
amplify: J& FHECES & A T
The request was successful. The
value of the parameter is:
enable: Enable or disable audio
encode_type: Encode type
samplerate: Samplerate
bitrate: Bitrate
input_volume: Input volume
output_volume: Output volume
amplify: Enable or disable audio
amplifier
400 <?xml version="1.0" encoding="UTF-8"?> 2 enable #%1%
<fault> (A ZH R R IR K, A E
<value>/cgi-bin/audioencoder</value> SR
<reason>enable: 0 or 1</reason>
</fault> Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the
explanation)
3.13 0SD
3.13 0SD

/cgi-bin/osd?uid=XXXXXXXX
/cgi-bin/osd?enable=0&uid=XXXXXXXX
/cgi-bin/osd?enable=1&uid=XXXXXXXX
/cgi-bin/osd?title_utf8=XXXXXXXX&uid=XXXXXXXX
/cgi-bin/osd?enable=1&color=1&fontsize=1&title_pos_type=1&title_pos x=1&title_pos_y=08&sh
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ow_res_bit=0&time_pos_type=1&time_pos_x=1&time_pos_y=0&show_week=1&time_format=y
yyy-mm-dd_hh:mm:ss&title_utf8=XXXXXXXX&uid=XXXXXXXX

SHBK

Parameter name

SHE

Parameter value

Eitipa

Description

uid SR P id, #@id/cgi-bin/getuid 2 115211 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable &I Option ): 1 J5F osD, 0 %% osD
0 1 Enable OSD, 0 Disable OSD
1
color &I ( Option ): OSD Eifh, 0 MEFOEER, 1 AFREAE R, 2 BF
0 HHEEWE 5, 3 HFERBIEEYE R
1 OSD color. 0 Black text on white background, 1 White text on
2 black background, 2 Black text white border on transparent
3 background, 3 White text black border on transparent
background
fontsize 1T ( Option ): FHRRE, 0/, 1, 2 K
0 Font size. 0 Small, 1 Medium, 2 Large
1
2
title_pos_type I ( Option ): PR B, 0 Jill, 1 AkkR
0 Title position type. 0 Direction, 1 Coordinate
1
title_pos_x B+ bRl x fhfzE,  title_pos_type=0 B HX{HE 0 & 2,
Numbers title_pos_type=1 I HU{E 0 & 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and 0
to 100 for title_pos_type = 1
title_pos_y e FRiE y WA B, title_pos_type=0 M HL{H 0 = 2,
Numbers title_pos_type=1 ' HU{E 0 & 100

Title y-axis position. Values 0 to 2 for title_pos_type = 0 and O
to 100 for title_pos_type =1

show_res_bit

I ( Option ):
0

1
2
3

0 NERHFRMLE, 1 BRSPFENERGE, 2 2R
RN ERSPER, 3 BoRy PR

0 does not display resolution and code rate, 1 display
resolution does not display code rate, 2 display code rate does

not display resolution, 3 display resolution and code rate.

time_pos_type

I Option ):

WAL ERA, 0 Jr, 1 AkFR

0 Time position type. 0 Direction, 1 Coordinate
1

time_pos_x B B 1A x 4h{7 B, time_pos_type=0 K HU{H 0 & 2,
Numbers time_pos_type=1 K HU{H 0 & 100

Time x-axis position. Values 0 to 2 for time_pos_type =0 and 0
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to 100 for time_pos_type =1

time_pos_y e Wiy fif7 B,  time_pos_type=0 BTEU{E 0 & 2,
Numbers time_pos_type=1 I HU{H 0 £ 100
Time y-axis position. Values 0 to 2 for time_pos_type = 0 and 0
to 100 for time_pos_type =1
show_week &I Option ): 1 BonE, 0o AEREM
0 1 shows the week, 0 does not show the week
1
time_format I Option ): o ) A% 2
yyyy-mm-dd_hh:mm:ss | HF CGI URL NEEE & ZEMZERF 7, BT LR TR B S 50 e
yyyy/mm/dd_hh:mm:ss | [AI% QR A B 7 R RIZ T 2 2 B HRSC P AR B
yy-mm-dd_hh:mm:ss I T A A T4
yy/mm/dd_hh:mm:ss b ik B S50 yyyy-mm-dd_hh:mm:ss
hh:mm:ss_dd/mm/yyyy | Wi 2R CH yyyy-mm-dd hh:mm:ss
hh:mm:ss_dd-mm-yyyy
hh:mm:ss_mm/dd/yyyy | Time format
hh:mm:ss_mm-dd-yyyy | Because the CGI URL can not contain the space character '’,
mm/dd/yyyy_hh:mm:ss | the time format space is replaced by the underscore '_' when
mm-dd-yyyy_hh:mm:ss | setting the parameters, and the space characters in the time
format reserved in the response message's message.
For example, when setting parameters: yyyy-mm-dd_hh: mm:
ss
Response message parameters: yyyy-mm-dd hh: mm: ss
title_utf8 Pt A 25

28 HTTP URL AORITE, U2R title_utf8 FOMELAE 7 RFAI
B WA T A, o R 2 A 5 5 D 5 B 480 utf8
PR AT R
il -
ipcamera

title_utf8=ipcamera
sas

title_utf8=%E4%BD%A0%E5%A5%BD
YRUF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the
HTTP URL specification, if the value of title_utf8 is both
alphanumeric and the number does not need to be converted,
if it contains other characters, it needs to be converted to a
utf8 encoded string.
For example:
ipcamera

title_utf8=ipcamera
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IREF

YRUF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BD

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M IS PR 3C

Response message

RS N iR
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> BERBI. SEHIMEA:

<osd enable="1" color="1" fontsize="1" title_pos_type="1"

title_pos_x="1" title_pos_y="0" show_res_bit="0"

time_pos_type="1" time_pos_x="1" time_pos_y="0"

show_week="1" hh:mm:ss"

title_utf8="XXXXXXXX"/>

time_format="yyyy-mm-dd

enable: 5 EZEH oSD
color: Hits

fontsize: FAHR R
title_pos_type: bR B A
title_pos_x: Rl x Fif B
title_pos_y: Al y A7 E
show_res_bit: #& 75 7R 73 HE2R FIAL
time_pos_type: I [a]{y B 254
time_pos_x: [N [&] x {7 &
time_pos_y: 8] y 4l &
s
time_format: i [A] % =X
title_utf8: ARl A %%

show_week:

The request was successful. The
value of the parameter is:

enable: Enable or disable OSD
color: Color
fontsize: Font size

title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
show_res_bit: Whether to display
the resolution and bit rate
time_pos_type: Time position type
time_pos_x: Time x-axis position
time_pos_y: Time y-axis position
show_week: Whether to show the
week

time_format: Time format

title_utf8: Title content
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400

<?xml version="1.0" encoding="UTF-8"?>
<fault>

<value>/cgi-bin/osd</value>
<reason>enable: 0 or 1</reason>

</fault>

Z ¥ enable 4%
(AR FE R R, AE
SR

Parameter enable error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.14 Eg
3.14 Image

/cgi-bin/image?uid=XXXXXXXX
/cgi-bin/image?brightness=128&contrast=128&saturation=128&sharpness=128&uid=XXXXXXXX
/cgi-bin/image?brightness=128&contrast=128&saturation=128&sharpness=128&hlc=128&blc=12
8&nr2d=128&nr3d=128&tvsystem=60&antificker=1&uid=XXXXXXX

SHAK ZHE iR
Parameter name | Parameter value Description
uid AR id, 181t /cgi-bin/getuid #2115 21#7 id

User id for the session. The id passed through the /cgi-bin/getuid
interface.
brightness BT 0 & 255 o
Numbers from to | Brightness
255
contrast 7 0 & 255 wof beE
Numbers from to | Contrast
255
saturation 70 & 255 YR
Numbers from to | Saturation
255
sharpness By 0 = 255 B
Numbers from to | Sharpness
255
hic H7 0 & 255 SEG
Numbers from to | Highlight Compensation
255
blc H7 0 & 255 HOLEEH
Numbers from to | Back Light Control
255
nr2d #1770 % 255 2D P
Numbers from to | 2D noise reduction
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255
nr3d 0 % 255 3D [Eng
Numbers from O to | 3D noise reduction
255
tvsystem ¥ 50 =% 60 F4iiils
Numbers 50 or 60 system mode
antificker HFo 51 BUNFF R
Numbers 0 or 1 forced antificker
ME] 7 F) 4 5T
Response message
REG NE ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> WoRET . SEER:
<image brightness="128" contrast="128" saturation="128" | brightness: #=/%
sharpness="128"/> contrast: XL
saturation: {EAIE
sharpness: £/
The request was successful. The
value of the parameter is:
brightness: Brightness
contrast: Contrast
saturation: Saturation
sharpness: Sharpness
400 <?xml version="1.0" encoding="UTF-8"?> 2B brightness 1%

<fault>
<value>/cgi-bin/image</value>
<reason>brightness range: 0-255</reason>

</fault>

(AR ZHRTR IR KL, AR
L)

Parameter brightness error
(Other parameters similar to the
wrong tips do not repeat the

explanation)

3.15 PTZ #&E |

3.15PTZ

{51k (stop)
/cgi-bin/ptz_ctrl?stop=1&uid=XXXXXXXX

I (left)

/cgi-bin/ptz_ctrl?move_x=-1&move_y=0&speed=5&uid=XXXXXXXX
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i (rifht)
/cgi-bin/ptz_ctrI?move_x=1&move_y=0&speed=5&uid=XXXXXXXX
£ (up)
/cgi-bin/ptz_ctrl?move_x=0&move_y=1&speed=5&uid=XXXXXXXX
N (down)
/cgi-bin/ptz_ctrl?move_x=0&move_y=-1&speed=5&uid=XXXXXXXX
75 E (upper left)
/cgi-bin/ptz_ctrl?move_x=-1&move_y=1&speed=5&uid=XXXXXXXX
£ T (lower left)
/cgi-bin/ptz_ctrl?move_x=-1&move_y=-1&speed=5&uid=XXXXXXXX
# I (upper right)
/cgi-bin/ptz_ctrl?move_x=1&move_y=1&speed=5&uid=XXXXXXXX
F T (lower right)
/cgi-bin/ptz_ctrl?move_x=1&move_y=-1&speed=5&uid=XXXXXXXX
K (zoom narrow)

/cgi-bin/ptz_ctrl?zoom=1&uid=XXXXXXXX

457N (zoom wide)

/cgi-bin/ptz_ctrl?zoom=-1&uid=XXXXXXXX

1T £ (focus near)

/cgi-bin/ptz_ctrl?focus=1&uid=XXXXXXXX

iZLEE (focus far)

/cgi-bin/ptz_ctrl?focus=-1&uid=XXXXXXXX

JEREAZ K (iris open)

/cgi-bin/ptz_ctrl?iris=1&uid=XXXXXXXX

JGREAZ /N (iris close)

/cgi-bin/ptz_ctrl?iris=-1&uid=XXXXXXXX

W FUE & (call preset)
/cgi-bin/ptz_ctrl?call_preset=1&uid=XXXXXXXX

ININFIE & (add preset)
/cgi-bin/ptz_ctrl?add_preset=1&uid=XXXXXXXX

MERTIE 5 (delete preset)
/cgi-bin/ptz_ctrl?delete_preset=1&uid=XXXXXXXX

SHEAAW SHE iR
Parameter name Parameter value Description
uid SAGII F id, 8L /cgi-bin/getuid % FIAFE 1 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
speed ¥ 1% 10 HE

Numbers from 1to 10 | Speed

HAMSHAZIRE, I8 _ESCHI24H) URL A H]

Other parameters are not listed, according to the URL listed

above

30




IPC HTTP CGI 1§41+

Wi J87 8] 4 3C
Response message
K& N (i3]
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 1R I
<ptz_ctrl>true</ptz_ctrl> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Z ¥ move_x iR
<fault> (SRR R KR, AE
<value>/cgi-bin/ptz_ctrl</value> =3 (3]
<reason>move_x range: -1,0,1</reason>
</fault> Parameter move_x error
(Other parameters similar to the
wrong tips do not repeat the
explanation)

3.16 BIMNEE

3.16 Motion Detect configuration

/cgi-bin/motion?uid=XXXXXXXX

/cgi-bin/ motion?enable=0&uid=XXXXXXXX

/cgi-bin/ motion?enable=1&uid=XXXXXXXX

/cgi-bin/ motion?enable=1& blockcount=22x18&areavalue=XXXXXXXX &uid=XXXXXXXX
/cgi-bin/motion?enable=1&sensitivity=80&alarmthreshold=20&enable_nighttime=1&night_sensi
tivity=80&night_alarmthreshold=208&blockcount=22x18&areavalue=XXXXXXXX&uid=XXXXXXXX

SRR SHE Ei::p%)
Parameter name Parameter value Description
uid SEI R P id, @5 /cgi-bin/getuid 42 D452 ) id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable %15 (Option) ST e
1 1 BB 0 LT
0

Motion detection enable

1 Start motion detection 0 Turn off motion

detection.
sensitivity By 1 % 100 RIGE

sensitivity
alarmthreshold ¥ 1% 100 R IRAE

alarm threshold.
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enable_nighttime T (Option) AlE S g
1 1 BHERESE o =TS
0 R 18] B HE:

night_sensitivity, night_alarmthreshold.

Night parameter enable

1 Enable nighttime parameters 0 Disable nighttime
parameters.

Night parameters include:

night_sensitivity, night_alarmthreshold.

night_sensitivity 71 % 100 PRI R A

Night sensitivity

night_alarmthreshold v 1% 100 TR 1B 2 T BRAE

Night alarm threshold

blockcount T E F BT X e
ITHH x B
Number of area blocks for motion detection
areavalue R BN ATT I X 3B
LR

DI HE A A 45 8 B AR B — A7
H, ZRAIEFR o1 AEETY, o REEH
Bk rbdh), XX ATHAT 16 TR E
guh, R B IR B TN X SA -

il an:

axa [ IX Ak b, B s I X S Ay ffff, 4
AL, My 0000.

Motion detection area value

Description:

Each 8 blocks from left to right are filled in a byte
bit by bit, and the extra bit is filled in 0 (1
represents the selected block, O represents the
unselected block), and these bytes are encoded in
a hexadecimal string, which is the final value of the

mobile detection region.

For example:

All 4x4 areas are selected, the motion detection

area value is: ffff, and all are unchecked, it is 0000.
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Wi 7 F) % 3C

Response message

RS N (i3]
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> RN ZHNE R
<motion enable="1" sensitivity="80" alarmthreshold="20" enable: J& FHEZEF R0t
enable_nighttime="1" night_sensitivity="80" sensitivity: REE
night_alarmthreshold="22" blockcount="22x18 " alarmthreshold: % "JfR{H
areavalue="xxxxxxxxxx"/> enable_nighttime: Ji FH8f5 FH 1% 0] 40
night_sensitivity: 7 [A] R &
night_alarmthreshold: & [A3R2 R {H
blockcount: # 2l 0T il i) X dek b £
areavalue: BTN X I{H
400 <?xml version="1.0" encoding="UTF-8"?> Z¥ enable #5i%

<fault>
<value>/cgi-bin/motion</value>
<reason>enable: 0 or 1</reason>

</fault>

A ZH IR SR KA, AE LA
RO

Parameter enable error
(Other parameters similar to the wrong tips

do not repeat the explanation)

3.17 KK ZES (OEM)
3.17 Obtain Equipment Model

/cgi-bin/getmodel?uid=XXXXXXXX

SH AR SHE Ei30)
Parameter name Parameter value Description
uid SR - id, @5 /cgi-bin/getuid 42 D452 Y id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
M IS PR SC

Response message

REE
Status
code

W&
Content

ik

Description
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200 <?xml version="1.0" encoding="UTF-8"?> B /2 MC200J6 B -5 AT A FF1E R 53
<model>MC200J6</model> model:OEM 14475 MC200J6

Suppose the MC200J6 model operates and
requests success.

model:OEM Equipment type:MC200J6

3.18 F P &H

3.18User Management

/cgi-bin/user_management?action=add&name=XXXX&newpasswd=XXX&privilege=User&enable
=Enable&uid=XXXXXX

/cgi-bin/user_management?action=delete&name=XXXX&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&privilege=User&enable
=Disable&uid=XXXXXX
/cgi-bin/user_management?action=edit&name=XXXX&newpasswd=XXX&uid=XXXXXX
/cgi-bin/user_management?action=get_user&uid=XXXXXX

1.f8 F get_user 84 7] LURBCY AT B #4 HH A O A 1 XML 1 &..
FH S BERD AR B 3

2. WIHH T User: AREEE IPC IWECE, AREMEBECEMH

3. #AEH P Operator: AR 1 H & BLAMY BITE BUR

4. B P Administrator:#H4 IPC [ BT FRIAL R

B 7 AHOCHERAE I P RS 2 A S5

-add J77£#EK: name. newpasswd. privilege. enable
-delete J7VA%E3K: name

-edit 7EEK: name

-edit 777E T #%: newpasswd. privilege. enable

1. The get_user instruction can be used to obtain the XML information of all users in the current
device.

User management is authority management.

2.0rdinary User: User who can only view the configuration of IPC, can not modify the
configuration.

3. Operator for Operator: All rights except user management

4. Administrator: Has all the permissions of IPC

Parameters in addition to username and password for the associated action
- Add Requires: name, password, privilege, enable

- Delete Requires: name

- Edit Requires: name

- Edit Optional: password, privilege, enable

34




IPC HTTP CGI 1§41+

SHBK

Parameter name

SHE

Parameter value

Eitipa

Description

uid

ZUHIA Y id, JE1d/cgi-bin/getuid 4% F13 2 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

action (must) 1: add add I P HERAE
2: delete delete J& MR P #/E
3: edit edit J& g 45 I R A
4: get_user get_user e FREUH F AT A 1) XML
1. Add is to add user actions
2. delete is a delete user operation
3. Edit is an edit user operation
4. get_user is to get all the user's XML
name (must) T M4
Char * PS: HAAVF 40 MFIIIKEE .
User name
PS: Maximum allowable length of 40 bytes.
newpasswd TR Password:
Char* To edit the user's password
privilege T AR i) R«
Char* User REEEEALE, TRIELE
1. User Administrator #i5 FiT A B R
2. Administrator Operator A FR T H &34 A AR
3. Operator
User Configuration can only be viewed, but
configuration cannot be modified.
Administrator Ownership
Operator Have all rights except user management
enable TR Enable: gL/
Char* Disable: JEEH
1. Enable
2. Disable Enable: enabling users
Disable: Disabled Users
M) 7 £ 4 ST
Response message
R 2R iR
Status Content Description
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code

400 <?xml version="1.0" encoding="UTF-8"?> action Z A& add or edit or delete 4
<fault>
<value>/cgi-bin/user_management</value> The parameter is not add or edit or delete an
<reason>action: add or edit or delete</reason> error.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> delete ZE% A 2 2 ANAZ1E I -tk
<fault> iR
<value>/cgi-bin/user_management</value> CARREMIBRATEERI P
<reason>error username</reason>
</fault> Report this error when the user name entered by

the parameter does not exist.
(Can't delete non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> add Z U N\ AH [F) 1 FH 44 BB L 4R
<fault> e (MREBAIECEAENHED
<value>/cgi-bin/user_management</value>
<reason>error username duplicated</reason> Report this error when the user name entered by
</fault> the parameter is exist.(unable to create existing

users)

400 <?xml version="1.0" encoding="UTF-8"?> edit SHENAIFIH 4 B i iR
<fault> (RRESS A AELE R )
<value>/cgi-bin/user_management</value>
<reason>username none exist to edit</reason> Report this error when the user name entered by
</fault> the parameter does not exist.

(unable to edit non-existent users)

400 <?xml version="1.0" encoding="UTF-8"?> Privilege SHUMANGIR, THERA
<fault> User or Administrator or Operator
<value>/cgi-bin/user_management</value>
<reason>privilege: User or Administrator or | Privilege parameter input error, need to enter
Operator</reason> User or Administrator or Operator
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> enable Z I NER, T EHA
<fault> Enable or Disable
<value>/cgi-bin/user_management</value> enable parameter input error, need to enter
<reason>enable: Enable or Disable</reason> Enable or Disable
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> Add FTESHE LR, RERAET 4 1
<fault> Pl ZHA e QIR H P
<value>/cgi-bin/user_management</value> The Add parameter is missing errors, and all four
<reason>The parameters must Correct include | parameters need to be entered to create a new
name,newpasswd,privilege,enable</reason> user.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> P RBRA R G, TiE TH P S A E

<fault>

T,
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<value>/cgi-bin/user_management</value>

<reason>Non-administrators cannot edit users</reason>

User privileges are not administrators. User

management configuration items cannot be

</fault> modified.
400 <?xml version="1.0" encoding="UTF-8"?> B P AL
<fault>

</fault>

<value>/cgi-bin/user_management</value>

<reason>username not exist to edit</reason>

Login user does not exist

3.19 B _H4%

3.19 snapshot upload

/cgi-bin/snapshot.cgi&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=0&upload=0&username=XXXXXX&password=XXXXXX
/cgi-bin/snapshot.cgi?stream=1&upload=1&username=XXXXXX&password=XXXXXX

1. FFJE onvif INIEZ J&, B ZHiA username Z 41 password Z4{(.
2. #A stream %G, HRFE username [)—EEH &, BN LR,
3. B stream 285, FRIAN streamO.
4. B4 upload Z )5, A FRETR.

1. After the onvif authentication is enabled, you need to enter the username parameter and

password parameter.

2. After the default stream parameter, follow the username's to use &, otherwise, report the

error.

3. After the default stream parameter, the default value is streamO.

4. After the default upload parameter, no error is reported.

SH AR SHE Ei30)
Parameter name Parameter value Description

uid

2B id, 383 /cgi-bin/getuid #2175 21 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

stream(must)

Number 0-1

ZHE N 0 R TN
SN LR ERTE

Parameter value of O represents: sub code stream
snapshot

The parameter value of 1 represents: Master

37




IPC HTTP CGI 1§41+

bitstream snapshot
upload(optional) =+ 0-3 ZHfE Ry 0 &% MBS BAE3) sD +~
ZHUE N 1R IR G L3 FTP
Number 0-3 ZHUE N 2 RFK: IUE G AL E] Email
ZHE N 3 K INEE BALZIEFE R NFS k55 45
Parameter value is 0: upload to SD card after capturing
parameter value is 1, which means: upload to FTP
after capturing
Parameter value is 2: upload to email after capturing
Parameter value is 3: upload to remote NFS server
after snapshot
M) S8 PR SC
Response message
RS HE ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R . SEMEAE:
<upload>0OK</upload> PRI 58 4 I A% T
The request succeeded. The value of the
parameter is:
Successful upload
400 <?xml version="1.0" encoding="UTF-8"?> SD R®AHNEE SD Ri&H HE K.
<fault>
<value>/cgi-bin/snapshot</value> The SD card was not inserted or deployed
<reason>sd not mount</reason> successfully.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Upload MIZHUAZ 0-3 MIEUE IS Fik LS
<fault> R
<value>/cgi-bin/snapshot</value>
<reason>upload 0 or 1 or 2 or 3</reason> This error will be reported if the parameter of
</fault> Upload is not 0-3.
400 <?xml version="1.0" encoding="UTF-8"?> FTP IR S5 #3835 &
<fault>
<value>/cgi-bin/snapshot</value> FTP servers are not deployed.
<reason>Ftp not deploy</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> SD R®ATHAN, i SD RIIK, siEEH R
<fault> e
<value>/cgi-bin/snapshot</value>
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<reason>sd card not mounted</reason>

The SD card is not inserted, damaged or

</fault> deployed.
400 <?xml version="1.0" encoding="UTF-8"?> NFS 3 A 3
<fault> NFS Server not mounted

<value>/cgi-bin/snapshot</value>

<reason>NFS Server not mounted</reason>

</fault>

3.20 FREFAR SR
3.20 Get the video file path

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&uid=XXXXXX
/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&username=XXXXXX&password=XXX

XXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m

edia_type=XX&uid=XXXXXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&uid=XXXXXX

/cgi-bin/get_record_query?year=XXXX&month=XX&day=XX&stream=XXXX&record_mode=XX&m
edia_type=XX&start_hour=XXXX&start_min=XX&start_sec=XX&end_hour=XXXX&end_min=XX&e

nd_sec=XX&uid=XXXXXX

1: BEMRKZSHON:

year,month,day

2: "ESHCN

stream, record_mode, media_type,
start_hour, start_min, start_sec,
end_hour, end_min, end_sec,

PA_E S AR SR B, FIAG B S
stream =-1;

record_mode = -1;

media_type = 3;

start_hour =0;

start_min =0;

start_sec=0;

end_hour = 23;

end_min =59;

end_sec =59;

1: The necessary parameters are:
Year,month,day
2: The optional parameter is
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Stream, record_mode, media_type,
Start_hour, start_min, start_sec,
End_hour, end_min, end_sec.

The above parameters are initialized by default:
Stream =-1;

Record_mode =-1;

Media_type = 3;

Start_hour =0;

Start_min =0;

Start_sec=0;

End_hour = 23;

End_min =59;

End_sec=59;

B SO BN SR P AR A B )52 A XX AR XX H XX H ¥ 0 i 0 73 0 #2323 I 59 43 59
P i B, AR RN A R, A SR MU & A 5o

The meaning is: the default display user wants to get all the recording data from 0:0:0 to 23:59:59
of XX, XX, XX, where the code stream type is all streams, and the media type is video. And audio
format.

WA RIS S AR ST ) % URL?

URL = IP Hdik + /playback/ + filepath

H& g5
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

How do | get the download URL of the video file?

URL = IP address + /playback/ + filepath

The format is for example:
http://192.168.2.34/playback/mnt/mmc0/schedule/20191025/135144-av-1.mp4

SRATR SHE #iR
Parameter name Parameter value Description
uid 2RI id, i83d /cgi-bin/getuid B2 14531 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

year 7R T 1900 VLEMSH: B IPCHRBHFER
M — 4
Number > 1900 Required parameters: Find information about IPC
recordings
which year
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month v 1-12 DEMSH: B IPCHRBRER
Number 1-12 WE—F
Required parameters: Find information about IPC
recordings
Which month
day #7131 PEPZH: AR IPCHIRBIER
Number 1-31 WE— K
Required parameters: Find information about IPC
recordings
Which day
stream -1, 1, 2 AL S RS
-1 P SRR A I
1: A
2:FHE i
Optional parameters: type of stream
Number -1,1,2 -1: All types of streams

1: primary stream

2: substream

record_mode

71, 2, 4, 8

Number-1, 2, 4, 8

IERIZH: RKEHIER

-1 AR

2: ERRE

4: FBETINRIR

8: HEFAK

Optional parameters: type of recording
-1: All videos

2: Timed recording

4: Motion detection video

8: Alarm recording

media_type B 2, 3 AL SHL: BRI RTY
2: A
Number: 2, 3 3: USRI A
Optional parameters: type of media
2: Video
3: Video and audio
start_hour H 0-23 LR S E: BRGNS
Number 0-23 Starting hour of the video
start_min %7 0-59 RIS AR LR 7B
Number 0-59 The starting minute of the video
start_sec =+ 0-59 LIRS FBRRET
Number 0-59 The starting second of the recording
end_hour ¥ 0-23 RIS H: FAZHISE RN
Number 0-23 Optional parameters: the end of the video
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end_min ¥+ 0-59 RIS ARRSE R B
Number 0-59 Optional parameters: the end of the recording
end_sec =+ 0-59 LIRS FBIERT
Number 0-59 Optional parameters: the end of the recording
ME] 7 FR) 4 ST
Response message
K& N iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> R EI. SEER:
<RecordQuerylnfo> FAG S RI T A R
<items
filepath="/mnt/mmc0/schedule/20191025/151233-av-1.mp4" | The request succeeded. The value of the
filesize="32276556" record_mode="2" media_type="3" | parameter is:
stream_index="1" start_time="2019-10-25 15:12:33"/> All data of the video file
</RecordQuerylinfo>
400 <?xml version="1.0" encoding="UTF-8"?> A WEATE 1-12 ANEREN
<fault>
<value>/cgi-bin/get_record_query</value> The value of the input month is not in the range
<reason>record_month must between 1-12</reason> of January to December.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N HMPEATE 1-31 HIWWE A
<fault>
<value>/cgi-bin/get_record_query</value> The value of the input date is not in the range of
<reason>record_day must between 1-31</reason> 1-31 days.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N FAZ UG /N AR 0-23 [TEHT A
<fault>
<value>/cgi-bin/get_record_query</value> Input recording start time is not in the range of
<reason>start_hour must between 0-23</reason> 0-23
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> AR LR 3B A 2 0-59 HITEHI
<fault>
<value>/cgi-bin/get_record_query</value> Input recording start minute is not in the range
<reason>start_min must between 0-59</reason> of 0-59
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N SEAF L IEFDA & 0-59 [TERI N

<fault>
<value>/cgi-bin/get_record_query</value>

<reason>start_sec must between 0-59</reason>

Input recording start seconds are not in the

range of 0-59
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</fault>
400 <?xml version="1.0" encoding="UTF-8"?> N A G5 RN AN 0-23 [ITE RN
<fault>
<value>/cgi-bin/get_record_query</value> Input recording end time is not in the range of
<reason>end_hour must between 0-23</reason> 0-23
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> B NS AR S5 R4y Bh AN J2: 0-59 HITE
<fault>
<value>/cgi-bin/get_record_query</value> Input recording end minutes are not in the range
<reason>end_min must between 0-59</reason> of 0-59
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> NSRS WA A 2 0-59 IYEHIN

<fault>
<value>/cgi-bin/get_record_query</value>
<reason>end_sec must between 0-59</reason>

</fault>

Input recording end seconds are not in the range
of 0-59

3.21 BEHT+H
3.21 Upgrade Firmware

FEAIF{E B & F upload.html SCAY .

IS A5 IS0 1T O 3
1.
3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
2. <html xmlns="http://www.w3.org/1999/xhtml">
3. <head>
4, <title>IP Camera</title>
5. </head>
6. <body>
7. <div id="m_plugin"></div>
8.
9. <input type="file" name="filel" id="filename"/>
10
11.
12. <script type="text/javascript">
13. function upload(){
14, var xmlHttpRequest = null;
15. if (window.XMLHttpRequest) {
16.

<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w

. <input type="submit" id="upgrade_submit" value="Submit" onclick="upload()"/>

xmlHttpRequest = new XMLHttpRequest();
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}

else if (window.ActiveXObject){
xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

}

var file = document.getElementById("filename").files[0O];

xmlHttpRequest

grade", true);

23.
et-stream");
24.
*")s
25.
26.
MTIzNDU2");
27.
28. }
29. </script>
30. </body>
31. </html>

3.22RTMP i B

xmlHttpRequest.

xmlHttpRequest.

xmlHttpRequest.
xmlHttpRequest.

xmlHttpRequest.

3.22 RTMP Configuration

/cgi-bin/rtmp?uid=XXXXXX
/cgi-bin/rtmp?enable=0&uid=XXXXXXXX
/cgi-bin/rtmp?enable=1&uid=XXXXXXXX
/cgi-bin/rtmp?enable=1&server=XXXXX&appname=XXXXXXXX&streamid=XXXXX&streamno=XXX
XX&type=XXXXX&port=XXXXX&uid=XXXXXXXX

.open("POST",

"http://192.168.2.67/0OnvifFirmwareUp

setRequestHeader("Content-Type", "application/oct

setRequestHeader ("Access-Control-Allow-Origin", "

setRequestHeader("Cache-Control", "no-cache");

setRequestHeader ("Authorization", "Basic QWxpY2U6

send(file);

SHEAAW Z2HE iiip)
Parameter name Parameter value Description
uid SAGIIH F id, 8L /cgi-bin/getuid # FIAFE 1 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
enable 0-1 0: K] RTMP
1: {T7JF RTMP

0: Disable RTMP
1: Open RTMP
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server T MR&# sk, LT
Char * 192.168.2.125
The address of the server, similar to:
192.168.2.125
appname FArE RTMP [1))3% FH 44 Fx
Char*
RTMP application name
streamid T RTMP [¥J3i 1D
Char*
RTMP stream ID
port gt RTMP 35 15
Int
0-65535 RTMP port number
streamno 0-1 eV it
0: EMH, 1. TR
Stream type
0: main stream, 1: sub stream
type 0-1 [NGRESICE
0: FRERiat, 1. FEAMIA
Type of agreement:
0: standard mode, 1: compatible mode
RS
Response message
RS HE HiiR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> TR I . S8 user_management
<RtmpConfig Enable="1" Streamno="0" | f./xN OK
Server="192.168.2.12" Port="98" Appname="live5"
Streamid="55" Type="1"/>
400 <?xml version="1.0" encoding="UTF-8"?> enable Z40ANE 0 83 1 LIRS HIRAEE .
<fault>
<value>/cgi-bin/rtmp</value> If the enable parameter is not 0 or 1, an error is
<reason>enable: 0 or 1</reason> reported in the parameter.
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Server [Pk 45 #% Hudikf N 45 f R LRES
<fault> o
<value>/cgi-bin/rtmp</value>
<reason>server is NULL</reason> The server's server address input string is empty
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</fault> to report an error.
400 <?xml version="1.0" encoding="UTF-8"?> port ¥iij -5 25 175 HE A& 0-65535
<fault>

<value>/cgi-bin/rtmp</value>

<reason>port range: 0-65535</reason>

port number parameter range is not 0-65535

</fault>
400 <?xml version="1.0" encoding="UTF-8"?> streamno MIHIAZHRITEHE AR 0-1 EHES
<fault> o

<value>/cgi-bin/rtmp</value>

<reason>streamno range: 0-1</reason>

The input parameter range of streamno is not

</fault> 0-1 to report an error.
400 <?xml version="1.0" encoding="UTF-8"?> appname HIZEHN 2R/ DIRER .
<fault>

<value>/cgi-bin/rtmp</value>

<reason>appname is NULL</reason>

An error was reported in the input string of

</fault> appname.
400 <?xml version="1.0" encoding="UTF-8"?> streamid SN S FR & _LIRETR
<fault>

<value>/cgi-bin/rtmp</value>

<reason>streamid is NULL</reason>

The streamid parameter reports an empty string

</fault> input error.
400 <?xml version="1.0" encoding="UTF-8"?> type SN PMETEEA 0-1 LREE IR,
<fault>

<value>/cgi-bin/rtmp</value>
<reason>type range: 0-1</reason>

</fault>

The value entered for the type parameter is not

0-1 and reports an error.

3.23 KHLRBGFHEEE

3.23 ScheduleStorage Configuration

/cgi-bin/setScheduleStorage?uid=XXXXXX

/cgi-bin/setScheduleStorage?username=admin&password=123456

/cgi-bin/setScheduleStorage?localEnable=0&remoteEnable=1&remote_nfs_server=XXXXX&nfs_s
erver_path=XXXXXX&recordFileSize=XXXXX&stream=1&JpegInterval=1&enable=1&uid=XXXXXXX

X
SHAK SHE iR
Parameter name Parameter value Description
uid SR id, 81 /cgi-bin/getuid #2153 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

46



IPC HTTP CGI 1§41+

localEnable

0-1

o

: RUIAHAF
: TP AHAF i

[ERN

: Disable Local storage

: Open Local storage

remoteEnable

0-1

: RAM AR
: FTIT A7 it

= O |- O

0: Disable Network Storage
1: Open Network Storage

recordFileSize

Lgic]
Int
2, 5, 10, 20, 30

B HIKE

Video file length

remote_nfs_server

T
Char*

HATE remoteEnable=1 Az A A= 2%k
DX 2 471t O IR 55 25

Only effective when remoteEnable = 1

Network storage server.

nfs_server_path

T
Char*

HATE remoteEnable=1 A A A= 2%k
X 2 70 T IR 55 2 R A5 o

Only effective when remoteEnable = 1

The server path of the network storage.

stream

0, 1, 2

TNzt

0: FREUL, 1. FRBR, 2. EERATFIER
Stream type

0: main stream, 1: sub stream, 2: main stream and

sub stream

Jpeglinterval

0-1

0: KHIMETIRE
1 fTIFNEDIRE

0: Disable screenshot function

1: enable the capture function

enable

0-1

WERAZAE N 0 KT, EWE N AT IR
WHZAENY 1 1%, localEnable=1 [T SCFT I
W, FEEAHSRAR T, BN AL
iz

remoteEnable=1 [{JJFSCITHFIU1E, FEAEAE M 2547
iz, BWALAEEM G G T,

If the value is O, it means that the timer recording is
not stored.

If the value is 1, the localEnable = 1 switch is stored
in the local recording, otherwise it is not stored in

the local storage.
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When the remoteEnable = 1 switch is turned on, it is

stored in network storage, otherwise it is not stored

in network storage.

M 7 ) 3C

Response message

RS N iR
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 53R I
<RecordConfig> The request was successful.
<Common LocalEnable="1" RemoteEnable="0"

MountParam="" RecordFileSize="10"/>

<ScheduleRecord Stream="1" LocalStore="1"
RemoteStore="0" JpeglInterval="1"/>

</RecordConfig>

400 <?xml version="1.0" encoding="UTF-8"?> enable ZEN 2 0 808 1t LIRS HURES .
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the enable parameter is not 0 or 1, an error is
<reason>enable: 0,1 reported in the parameter.
</reason>
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> localEnable Z ¥ N2 0 B 1 3t LIk SEIR4 .
<fault>
<value>/cgi-bin/setScheduleStorage</value> If the localEnable parameter is not 0 or 1, an
<reason>localEnable: 0 or 1</reason> error is reported in the parameter.
</fault>

400 <?xml version="1.0" encoding="UTF-8"?> remoteEnable ZEA & 0 50 1 B LIRS EIK
<fault> o
<value>/cgi-bin/setScheduleStorage</value>
<reason>remoteEnable: 0 or 1</reason> If the remoteEnable parameter is not 0 or 1, an
</fault> error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> recordFileSize %I AN7& 2,5,10,20,30 XL diE
<fault> i EARES R
<value>/cgi-bin/setScheduleStorage</value>
<reason>recordFileSize: 2,5,10,20,30</reason> ReportFileSize parameter is not 2, 5, 10, 20, 30 to
</fault> report an error

400 <?xml version="1.0" encoding="UTF-8"?> stream Z2H(AGE 0, 1, 2 _EIRSEIRE.

<fault>
<value>/cgi-bin/setScheduleStorage</value>
<reason>stream: 0,1,2

</reason>

If the stream parameteris notOor 1, 2, an error

is reported in the parameter.
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</fault>

400

<?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/setScheduleStorage</value>
<reason>Jpeglinterval: 0,1

</reason>

</fault>

Jpeginterval ZHUARZ 0 80 1 EIRSHIRE .

If the Jpeginterval parameter is not 0 or 1, an

error is reported in the parameter.

3.24 BIRNFREEE

3.24 EventStorage Configuration

/cgi-bin/setEventStorage?uid=XXXXXX
/cgi-bin/setEventStorage?username=admin&password=123456

/cgi-bin/setEventStorage?trigger_recording=08&stream=1&record_ftp_upload=XXXXX&record_em

ail_upload=XXXXXX&trigger_capture=XXXXX&capture_ftp_upload=1&capture_email_upload=1&
capture_motionDetectAlarm=1&uid=XXXXXXXX

SHAK ZHE

Parameter name Parameter value

ik

Description

uid

25 id, i83d/cgi-bin/getuid 2 053 id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

trigger_recording 0-1

0: KR BTN ik
1: FTIF RS TIAT i

: Disable motion detection storage

: Turn on motion detection storage

stream

1-2

R LY
RV

N P | = O

: main stream

: substream

record_ftp_upload 0-1

s FGA BAER FTP RS
: A% BAL3] FTP R4 4%
: The video is not uploaded to the FTP server

: upload video to FTP server

record_email_upload 0-1

¢ SRR EALF] Email g5 4 L
: TR B Email RS2 L

: The video is not uploaded to the Email server

= O Fk Ok O Fr»r O|N K-,

: upload video to Email server
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trigger_capture 0-1 0: KA TN EL K _EE
1 FITTR BB _EAs
0: Disable motion detection screenshot upload
1: Open motion detection screenshot upload
capture_ftp_upload 0-1 0: I iME A L2 FTP RS 2% L
1: U E EE2] FTe iRS4R L
0: Motion detection screenshots are not uploaded
to the FTP server
1: upload motion detection screenshot to FTP server
capture_email_upload 0-1 0: R Ui A A% 3] Email k4525 &
1: B ah T E A 3] Email iR 4 L
0: Motion detection screenshots are not uploaded
to the Email server
1: upload motion detection screenshot to Email
server
capture_motionDetectAlar | 0-1 0: KB AT IR LS H
m 1o FTIFR DTN &4
0: Disable motion detection alarm output
1: Turn on motion detection alarm output
M) S8 PR SC
Response message
RS HE ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 R KT .
<RecordConfig> The request was successful.
<MotionDetectRecord Stream="1" LocalStore="1"
RemoteStore="1" FtpUpload="0" EmailUpload="0"/>
<MotionDetectCapture  LocalStore="1" RemoteStore="1"
FtpUpload="1" EmailUpload="0"
OutputChannelAction_enable="1"/>
</RecordConfig>
400 <?xml version="1.0" encoding="UTF-8"?> trigger_recording 30N & 0 8L 1 LRSSk
<fault> o
<value>/cgi-bin/setEventStorage</value>
<reason>trigger_recording: 0 or 1</reason> If the trigger_recording parameter is not 0 or 1,
</fault> an error is reported in the parameter.
400 <?xml version="1.0" encoding="UTF-8"?> stream ZH(ANE 1 80 2 EIRSEERE .
<fault>
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<value>/cgi-bin/setEventStorage</value>

<reason>stream: 1 or 2</reason>

If the stream parameter is not 1 or 2, an error is

reported in the parameter.

</fault>

400 <?xml version="1.0" encoding="UTF-8"?> record_ftp_upload Z¥ A2 0 B 1 LIRSHL
<fault> A
<value>/cgi-bin/setEventStorage</value>
<reason>record_ftp_upload: 0 or 1 </reason> If the record_ftp_upload parameter is not 0 or 1,
</fault> an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> record_email_upload ZHAJE 0 B 1 LiRkS
<fault> AEi S
<value>/cgi-bin/setEventStorage</value>
<reason>record_email_upload: 0 or 1 </reason> If the record_email_upload parameter is not 0 or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> trigger_capture ZHUA & 0 B3 1 ERSEER
<fault> o
<value>/cgi-bin/setEventStorage</value>
<reason>trigger_capture: 0 or 1 </reason> If the trigger_capture parameter is not 0 or 1, an
</fault> error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_ftp_upload ZH AL 0 8i# 1 LIRS H
<fault> et
<value>/cgi-bin/setEventStorage</value>
<reason>capture_ftp_upload: 0 or 1 </reason> If the capture_ftp_upload parameter is not O or
</fault> 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_email_upload ZH( A& 05 # 1 Li#kS
<fault> EAG{-SEE
<value>/cgi-bin/setEventStorage</value>
<reason>capture_email_upload: 0 or 1 </reason> If the capture_email_upload parameter is not 0
</fault> or 1, an error is reported in the parameter.

400 <?xml version="1.0" encoding="UTF-8"?> capture_motionDetectAlarm Z A& 0 8% 1

<fault>
<value>/cgi-bin/setEventStorage</value>
<reason>capture_motionDetectAlarm: 0 or 1 </reason>

</fault>

LRSS HIRE

If the capture_motionDetectAlarm parameter is

not 0 or 1, an error is reported in the parameter.

3.25 FEUKBIRE (0EM)

3.25 Get device status

/cgi-bin/getDevState ?uid=XXXXXXXX

SHATK Z2HE

Parameter name

Parameter value

Eiipy

Description

uid

SRR A id, i1l /cgi-bin/getuid #0531 id

User id for the session. The id passed through the

51



IPC HTTP CGI 1§41+

/cgi-bin/getuid interface.

M 1S PR 3C

Response message

K& N (i3]
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> TR AT

<DevState sd1="0"
system_time="2020-1-16-12-12-43"
MemTotal="125620 kB

" MemFree="24384 kB"/>

sd2="0"
run_time="0-2-56-40"

The request was successful.

3.26 fili%k 10 REFF %

3.26 Trigger 10 alarm switch

/cgi-bin/setAlarmState?uid=XXXXXXXX

/cgi-bin/setAlarmState?position=1&logicalstate=1&uid=XXXXXXXX

SHAR ZHE ik
Parameter name | Parameter value Description
uid SRR id, JEE /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
position piibER=) BE WIE FRE TR
Channel number Set channel alarm switch
0-3
logicalstate IR R P TR 0: HHFFR
Normally open or | 1: H#IFHFK
normally closed | 0: normally closed switch
switch 1: normally open switch
0-1
M 7 A4 3C
Response message
K& W& #ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R B Ih
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<setAlarmState

logicalstate="1"/>

position="0"

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS BRI
<fault> Position XISV A 0-3, 4% 103 Bl 3t & 4 o
<value>/cgi-bin/setAlarmState</value>
<reason>position: 0 ~ 3</reason> Failed to get parameters
</fault> The range of the Position parameter is 0-3, and the
rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> SRS HUR

<fault>
<value>/cgi-bin/setAlarmState</value>
<reason>logicalstate: 0 ~ 1</reason>

</fault>

logicalstate 24 TGN 0-1, H 4303 Bt 2 4
.

Failed to get parameters
The range of the logicalstate parameter is 0-1, and the

rest of the range will report an error.

3.27 RHSHEATLEITREE

3.27 WODR Switch settings

/cgi-bin/set_wdr?uid=XXXXXXXX
/cgi-bin/set_wdr?enable=1&wdr_value=1&uid=XXXXXXXX

SRR ZHE ik

Parameter name | Parameter value Description

uid SRR id, J8 i /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

enable 0-1 0: K[ WDR JF %
1: 4TJF WDR JF%
0: Disable WDR switch
1: turn on the WDR switch

wdr_value 0-255 i AR T B
Adjustment range of wide dynamic mode

M) 7 FR) 4 S

Response message

K& W& #ik

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R Ih

<Capture

WDRValue="53"></Capture>

WDRMode="1"

The request was successful.
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400 <?xml version="1.0" encoding="UTF-8"?> KIS H R
<fault> enable IS HHIVEEN 0-1, HAMTERIE SR
<value>/cgi-bin/set_wdr</value>
<reason>enable: 0 or 1</reason> Failed to get parameters
</fault> The range of the enableparameter is 0-1, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS R

<fault>
<value>/cgi-bin/set_wdr</value>
<reason>wdr_value: 0 ~ 255</reason>

</fault>

wdr_value FIZEUSEE N 0-255, HAMVEHE )<
R4t

Failed to get parameters
The range of the wdr_value parameter is 0-255, and

the rest of the range will report an error.

3.28 [MEEFFREE

3.28 noise reduction Switch settings

/cgi-bin/set_noise_reduction?uid=XXXXXXXX

/cgi-bin/set_noise_reduction?y_ 2D value=1288&y_3D_value=128&uid=XXXXXXXX

SRR ZHE ik
Parameter name | Parameter value Description
uid AR id, 181t /cgi-bin/getuid 2 115 21#7 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
y_2D_value 0-255 2D PEME 1R B Y
2D noise reduction setting range
y_3D_value 0-255 3D PEMEf 1R B BT
3D noise reduction setting range
I 4R S
Response message
K& W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R Ih
<Capture TNF="128" | The request was successful.
SNF="128"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> y_2D_value MIZHMTERIA 0-255, H AR e F <
<value>/cgi-bin/set_noise_reduction</value | &%
>
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<reason>2D_value: 0 ~ 255</reason>

</fault>

Failed to get parameters
The range of the y_2D_value is 0-255, and the rest of

the range will report an error.

400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/set_noise_reduction</value
>

<reason>3D_value: 0 ~ 255</reason>

</fault>

SRELSHR I
y_3D_value MIZE TGN 0-255, HAMVEH <
R4t

Failed to get parameters
The range of the y_3D_value parameter is 0-255, and

the rest of the range will report an error.

3.29 HEHERFREE

3.29 Encoding code stream switch setting

/cgi-bin/set_start_codec?uid=XXXXXXXX

/cgi-bin/set_start_codec?stream0_enable=1&stream1_enable=1&uid=XXXXXXXX

SHAR ZHE #iR
Parameter name | Parameter value Description
uid LG 7 id, i#id/cgi-bin/getuid B2 14321 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.
stream0O_enable 0-1 0: EMBU RSG5 & 5
1. EMRE IR ETIT
0: The encoding setting of the main stream is off
1: the encoding setting of the main stream is on
stream1_enable 0-1 0: T-REL ) mhs i B G P
1. THRE gL B BT IT
0: The encoding setting of the substream is off
1: Encoding setting of substream is on
M) 7 FR) 4 S
Response message
REH W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 153K AT
<Encode><EncodeConfig Stream="1" | The request was successful.
Enable="1"/>
<EncodeConfig Stream="2"
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Enable="1"/></Encode>

400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> streamO_enable [{IS 4 ITE R 0-1, FA ) B 5t
<value>/cgi-bin/set_start_codec</value> oA
<reason>streamO_enable: 0 or 1</reason>
</fault> Failed to get parameters
The range of the stream0_enable is 0-1, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS R

<fault>
<value>/cgi-bin/set_start_codec</value>
<reason>stream1_enable: 0 or 1</reason>

</fault>

stream1_enable KIS E MG E N 0-1, H4x R0 Hmk

AR

Failed to get parameters
The range of the streaml_enable parameter is 0-1,

and the rest of the range will report an error.

3.30 ZIAMTUKRFEIFRBE
3.30

Infrared light and brightness switch settings

/cgi-bin/setBrightness_InfraredLamp?uid=XXXXXXXX
/cgi-bin/setBrightness_InfraredLamp?setbrightness=1&infrared_lamp=1&uid=XXXXXXXX

SHAR ZHE ik

Parameter name | Parameter value Description

uid SRR id, J8 i /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

setbrightness 0-255 3 =R A TOREN S
Set the range of brightness

infrared_lamp 0-3 s AL AMT

0

1: 2iEelT

2: LAMpEHE, JFESE
3: bR E, FFLLA
0: pure infrared light
1: pure white light
2: When infrared trigger, white light is on

3: When white light triggers, turn on infrared

Wi 7 FR) i 3C

Response message

R
Content

&G
Status

iR

Description

56




IPC HTTP CGI 1§41+

code
200 <?xml version="1.0" encoding="UTF-8"?> R
<Capture Brightness="191" | The request was successful.
led_mode="1"></Capture>
400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> setbrightness )5 TEHI N 0-255, FHA K TEHHL
<value>/cgi-bin/setBrightness_InfraredLam | <4t
p</value>
<reason>brightness: 0 ~ 255</reason> Failed to get parameters
</fault> The range of the setbrightness is 0-255, and the rest
of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> ENINE 2 I EN N
<fault> infrared_lamp IS8 1ITEH 9 0-3, HARIiE Bl <
<value>/cgi-bin/setBrightness_InfraredLam | fR%&.
p</value>
<reason>infrared_lamp: 0 ~ 3</reason> Failed to get parameters
</fault> The range of the infrared_lamp parameter is 0-3, and
the rest of the range will report an error.

3.31 AR5 HIFR API
3.31 Service port switch API

/cgi-bin/set_service_port?uid=XXXXXXXX

/cgi-bin/set_service_port?enable_web=1&enable_control=1&enable_rtsp=1&enable_hik=1&uid

=XXXXXXXX

/cgi-bin/set_service_port?enable_web=1&webport=80&enable_control=1&controlport=8091&e
nable_rtsp=1&rtspport=554&enable_hik=1&hikport=8000& uid=XXXXXXXX

SHAK

Parameter name

ZHE

Parameter value

iR

Description

uid SERI F id, @it /cgi-bin/getuid 2 152 id

interface.

User id for the session. The id passed through the /cgi-bin/getuid

enable_web 0-1

: KM WEB [y
: $THF WEB {3 0
: Close WEB port

: Open the web port

enable_control 0-1

: KM PTZ B3 1

: Close the control port of PTZ
: Open the control port of PTZ

enable_rtsp 0-1

0
1
0
1
0
1: $TIF PTZ Bz o 1
0
1
0
1
0

s JCH] RTSP [ 1
: $THF RTSP [¥35 1
: Disable RTSP port
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1: Open RTSP port

enable_hik

0-1

0: % Pt FE DL AR 3 11
1o FITTHERERN B 3 11
0: Close the port of Haikang protocol
1: open the port of Haikang protocol

webport

1~65535

WEB ¥iij [
WEB Port

hikport

1~65535

HIK ¥
HIK Port

rtspport

1~65535

RTSP ¥iij [
RTSPPort

controlport

1~65535

Control ¥ 1

Control Port

M) S8 PR SC

Response message

RS NE iR
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> R BT

<MediaStreamConfig>
<StreamAccess enable_web="1"
enable_rtsp="1"

enable_hik="1" />

enable_comm="1"

</MediaStreamConfig>

The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR
<fault> enable_web MJZHINEHEN 0-1, HAMEHEBIS
<value>/cgi-bin/set_service_port</value> s
<reason>enable_web: 0 ~ 1</reason>
</fault> Failed to get parameters
The range of the enable_web is 0-1, and the rest of
the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS HUR
<fault> enable_control IS AL N 0-1, Ay B
<value>/cgi-bin/set_service_port</value> SRE
<reason>enable_control: 0 ~ 1</reason>
</fault> Failed to get parameters
The range of the enable_control parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> RIS R

<fault>
<value>/cgi-bin/set_service_port</value>

<reason>enable_rtsp: 0 ~ 1</reason>

enable_rtsp [IZEMVEEDY 0-1, HARMWHMS
A
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</fault> Failed to get parameters
The range of the enable_rtsp parameter is 0-1, and
the rest of the range will report an error.
400 <?xml version="1.0" encoding="UTF-8"?> KIS BRI
<fault> enable_hik MG HI N 0-1, HAMTERE &
<value>/cgi-bin/set_service_port</value> B

</fault>

<reason>enable_hik: 0 ~ 1</reason>

Failed to get parameters
The range of the enable_hik parameter is 0-1, and the

rest of the range will report an error.

3.32 WEBRMXISE AP

3.32 Service Set privacy zone API

/cgi-bin/set_privacy_zone?uid=XXXXXXXX

/cgi-bin/set_privacy_zone?Mask1Height=1&Masklwidth=1&Mask1xPos=1&Mask1lyPos=1&uid=X

XXXXXXX

BEAABE B XU LR 4 A X%

AT X ARAR, Y ARAR,  FERADCHRITE,  BEAA XIS &y o

SN

5 AR X IR
1. MasklHeight,
5 AR X IR
1. Mask2Height,
5= X IR
1. Mask3Height,
S VAL X IR
1. Mask4Height,

2. Masklwidth, 3.

2. Mask2width, 3.

2. Mask3width, 3.

2. Mask4width, 3.

Mask1xPos, 4. MasklyPos

Mask2xPos, 4. Mask2yPos

Mask3xPos, 4. Mask3yPos

Mask4xPos, 4. Mask4yPos

AWK ZHE ik

Parameter name | Parameter value Description

uid SRR id, dEi /cgi-bin/getuid #1532 id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

Mask1Height int B AFRAL X I =
Height of the first privacy zone

Mask1width int B —ANBRRL DX T
The width of the first privacy zone

Mask1xPos Int B — AR DX T R X A b
Vertex X coordinate of the first privacy region

Mask1yPos int S AFRAL X IR T Y AR kR

Vertex Y coordinate of the first privacy region
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Wi J87 8] 4 3C

Response message

RS N (i3]

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> R
<Mask>0K</Mask> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> R FAIERA IR X IR W B AR AE, AR A E.
<value>/cgi-bin/set_privacy_zone</value>
<reason>mainStreamMask_Height is | Failed to get parameters
none</reason> The height of the privacy masked area is set to an
</fault> illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> KM SHUR I
<fault> R RAJEERA 1) DX I B JE e B AR R M, AR .
<value>/cgi-bin/set_privacy_zone</value>
<reason>mainStreamMask_Width is | Failed to get parameters
none</reason> The Width of the privacy masked area is set to an
</fault> illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> KM SHUR I
<fault> R FATE Y ) DX 3 T A ) X ARbR I B AR, AR
<value>/cgi-bin/set_privacy_zone</value> BUE .
<reason>mainStreamMask_xPos is
none</reason> Failed to get parameters
</fault> The X coordinate of the vertex of the privacy occluded

area is set to an illegal value, not a valid value.

400 <?xml version="1.0" encoding="UTF-8"?> RIS R
<fault> R FATE 2 ) DX I TH A ) Y ARBR R B ARVEE, A
<value>/cgi-bin/set_privacy_zone</value> HRUE
<reason>mainStreamMask_yPos is
none</reason> Failed to get parameters
</fault> The Y coordinate of the vertex of the privacy-occluded

area is set to an illegal value, and is not a valid value.

3.33 BEBBHERE
3.33 set flip settings

/cgi-bin/set_flip?uid=XXXXXXXX

/cgi-bin/set_flip?vertical_flip=1&horizon_flip=1&uid=XXXXXXXX

SHATK

Parameter name

ZHE

Parameter value

ik

Description
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uid SER A id, 38T /cgi-bin/getuid 12 75 3] id
User id for the session. The id passed through the /cgi-bin/getuid
interface.

vertical_flip 0-1 0: AN EEFE:

1 fiiH]oE E#
0: Do not use vertical flip
1: use vertical flip

horizon_flip 0-1 0: AN K TF-EHFE
1 fE K TBI%S
0: Do not use horizontal flip
1: use horizontal flip

M 7 T4 3

Response message

REH WA #iR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> TR BT
<Capture vertical_flip="1" | The request was successful.

horizon_flip="1"></Capture>

400 <?xml version="1.0" encoding="UTF-8"?> A HUR I
<fault> vertical_flip FIZHE EIA 0-1, HA ML HE ik
<value>/cgi-bin/set_flip</value> o
<reason>vertical_flip: 0 or 1</reason> Failed to get parameters
</fault> The range of the vertical_flip parameter is 0-1, and

the rest of the range will report an error.

400 <?xml version="1.0" encoding="UTF-8"?> AL H RN
<fault> horizon_flip HIZHHITEHEN 0-1, HARHIVEH <
<value>/cgi-bin/set_flip</value> &
<reason>horizon_flip: 0 or 1</reason> Failed to get parameters
</fault> The range of horizon_flip parameter is 0-1, and the

rest of the range will report an error.

3.34 https iEHRIFAEH _RAE
3.34 https Certificate and private key upload

VEA S EiE 5 F Certificate.html U,
fEH IS JRAER B EAE A, W R AT demo, R LAHE HTTPS BT s B HJUETS, FAEH, FAHH
LA _EAER] IPC Y[ 2 H 3% /mnt/nand

For more information, see Certificate.html.

Using the JS native form upload form, using the following demo, you can upload the certificate,

private key, and private key password required by HTTPS to the fixed directory / mnt / nand of
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1. Certificate.html

1.

10.
11.
12.

13.
14.
15.
16.

17.
18.
19.

20.
21.
22.
23.
24,
25.
26.

3.35
3.35

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN" "http://www.w
3.org/TR/xhtml1/DTD/xhtmll-transitional.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml">
<head>
<title>IP Camera</title>
</head>
<body>

<div id="m_plugin"></div>

<form id="form_form_streamMediaCertificate" class="ui-form" name="f_form_str
eamMediaCertificate” action="http://192.168.2.115/WebCertificateUploadFile"” m
ethod="post" target="post_frame_streamMediaCertificate"” enctype="multipart/fo
rm-data">
<div class="ui-form-item fn-relative">
<div class="ui-form-item">
<label class="ui-label fn-padl2@ fn-width120" id="streamMediaCer
tificate_file_ label">https ifE1i</label>
</div>
<div class="fn-left fn-relative">
<div class="ui-file fn-opacity">
<input type="file" class="ui-file-box fn-opacity" name="oem_
mp3" id="streamMediaCertificate_file_audio" hidefocus="hidefocus"/>
</div>
</div>
<input type="submit" id="streamMediaCertificate_submit" value="submi
t"/>
</div>

</form>

<script type="text/javascript">
</script>

</body>

</html>

H % X 0SD
UserOSD

cgi-bin/userosd?title_index=x&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&enable=0&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&enable=1&uid=XXXXXXXX
cgi-bin/userosd?title_index=x&title_utf8=XXXXXXXX&uid=XXXXXXXX
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cgi-bin/userosd?title_index=x&enable=1&color=18&fontsize=1&title_pos_type=1&title_pos_x=1&title_pos_y=0&t
itle_utf8=XXXXXXXX&uid=XXXXXXXX

SHBK

Parameter name

SHE

Parameter value

Eitipa

Description

uid ff2e45cd( SR P id, @i /cgi-bin/getuid B2 (115211 id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: HE X 0SD 75
title_index 0o~4a UserOSD sequence number
enable Option 1 RFBIFJE SR F S M UserOSD, 0 X3 5% b Xt N P 5 HI
0 UserOSD
1 1 Enable UserQOSD, 0 Disable UserOSD
color Option: 3K UserosD HIBIEE. i 16 {7 RGB Bl HF IR
0x00 ~ Oxffffff Represents the color value of UserOSD. Use 16-bit RGB color
value for representation
fontsize Option FHRRE, 0/, 19, 2 K
0,1,2
Font size. 0 Small, 1 Medium, 2 Large
title_pos_type Option PrRmifr EAY, 0 KA, 1 AR
0,1
Title position type. 0 Direction, 1 Coordinate
title_pos_x Numbers bR ox HhAzE ., title_pos_type=0 B HU{E 0 &F 2,
title_pos_type=1 A} HU{H 0 £ 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and 0 to
100 for title_pos_type =1
title_pos_y Numbers bRy WAL E, title_pos_type=0 FfHX{H 0 = 2,
title_pos_type=1 I HU{E 0 % 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and 0 to
100 for title_pos_type =1
title_utf8 FR 2

F B8 HTTP URL FURIYE, TSR title_utf8 (145 #05 f  BEAIA 7 )
AT B, IR Fo A A I R B A utfs G 1T
R

it

ipcamera

title_utf8=ipcamera

IR

title_utf8=%E4%BD%A0%E5%A5%BD

YR ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera
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Title content

The title_utf8 parameter specification: according to the HTTP
URL specification, if the value of title_utf8 is both alphanumeric
and the number does not need to be converted, if it contains
other characters, it needs to be converted to a utf8 encoded
string.

For example:

ipcamera

title_utf8=ipcamera

N/

title_utf8=%E4%BD%A0%E5%A5%BD

YR UF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M 2 ) 3C

Response message

REE
Status
code

SR
Content

iR

Description

200

The request was successful. The value of the
parameter is:

enable: Enable or disable OSD

color: Color

fontsize: Font size

title_pos_type: Title position type

title_pos_x: Title x-axis position

title_pos_y: Title y-axis position

title_utf8: Title content

400 <?xml version="1.0" encoding="UTF-8"?>

<fault>

Parameter enable error

(Other parameters similar to the wrong tips do not

<value>/cgi-bin/userosd</value>
<reason>enable: 0 or 1</reason>

</fault>

repeat the explanation)

3.36  {TbFEH
3.36 Led Control

cgi-bin/set_led?brightness=50&ledstatus=0&ledmode=1&uid=XXXXXXXX

SHATK

Parameter name

SHE

Parameter value

ik

Description

uid ff2e45cd(

S P id, 8T /cgi-bin/getuid #2153 id
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Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: $ ot
brightness 0~100 Light brightness
ledstatus Option 1ARTFEATL, 0 AARCHTOL
0 1: turn on the light, 0 : turn off the light
1
ledmode Option: E D e B INAR | WX N = b
lor2 light type 1: Indicates infrared 2: Indicates white light
M 1S PR 3C
Response message
RS NE iR
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter brightness error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>brightness: 0 ~ 100</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter brightness not found
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>not find param brightness
</reason>
</fault>
3.37 IRCUT #%Ei

3.37 IRCUT Control
cgi-bin/set_ircut?ircutmode=1&uid=XXXXXXXX

SHATK

Parameter name

ZHE

Parameter value

ik

Description
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uid ff2e45¢cd( SER A id, 38T /cgi-bin/getuid 12 75 3] id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
Option: Ircut
ircutmode 0~5 UserOSD sequence number
time Option: (A B, BXAEN day or night, 24 ircutmode A 3 i, tEt2F
day or night R, FB time 40T
Time: the value is day or night, when ircutmode is 3, that is,
manual mode, the field time must be brought.
ME] 7 F) 4 S
Response message
RS NE iR
Status Content Description
code
200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content
400 <?xml version="1.0" encoding="UTF-8"?> Parameter ircutmode error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>ircutmode: 0 ~ 5</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time not found
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>not find param time</reason>
</fault>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/set_led</value> repeat the explanation)
<reason>error param time</reason>
</fault>

3.38 URL skip the login
3.38 URL Bhid & A |

/WEBIlogin?username=xxxx&password=xxxxx
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SPALR SHUE iR
Parameter name Parameter value Description
username web 44

web username

password web A5

web password

3.39 Set UID valid time
3.39 %52 UID A 3A[E]

/cgi-bin/setUidValidTime?validTime=80&uid=xxxxxxx

SRR SHE iR
Parameter name Parameter value Description
uid ff2e45cd(Like this format) 2AEI 7 id, i /cgi-bin/getuid 5 753 1) id

User id for the session. The id passed through the
/cgi-bin/getuid interface.

validTime Option: >0 FONBEE 2T uid I RN E], BAA7: B, 4ET uid
BN R )2 60 £
Indicates the effective time of setting the current uid,

unit: second, the default effective time of the current

uid is 60 seconds

M 7 ) 3C

Response message

REG NE i35
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 183K T

<SetUidValidTime>Uid valid time is 60 | The request was successful.

sec</SetUidValidTime>

400 Parameter time error

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.40 Manually trigger io input alarm

3.40 FEffKR o ANGE

/cgi-bin/setManuallnputAlarm?uid=xxxxxxx
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SHATK Z2HE ik
Parameter name Parameter value Description
uid ff2e45cd(Like this format) 2AEI 7 id, @i /cgi-bin/getuid 4% 75 2 1) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
M 7 4 3C

Response message

REG SR ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 153K
<ManuallnputAlarm>successful</Manualln The request was successful.
putAlarm>
400 Parameter time error

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.41 onvif authentication settings

3.41 onvif \IEEE

/cgi-bin/onvif?onvif_auth=18&uid=xxxxxxx

SHAK ZHE iR
Parameter name Parameter value Description

uid LG P id, @it /cgi-bin/getuid 2 (113 FI) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable 0-1 0: KM onvif IAIE
1: FTHF onvif IAIIE
0: Disable onvif auth
1: Open onvif auth

M 182 PR 3C

Response message

R N iR

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> 153K AT

<OnvifConfig onvif_auth="1"/>

The request was successful.
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400 <?xml version="1.0" encoding="UTF-8"?>
<fault>
<value>/cgi-bin/onvif </value>

<reason>onvif_auth: 0 or 1 </reason>

Parameter time error
(Other parameters similar to the wrong tips do not

repeat the explanation)

3.42 rtsp authentication settings
3.42 rtsp A UEIK B

/cgi-bin/rtsp?rtsp_auth=1&uid=xxxxxxx

SELWR SHUE 5%
Parameter name Parameter value Description

uid 2R P id, @8 /cgi-bin/getuid 452 1 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

enable 0-1 0: =M rtsp AiF
1: $TJF rtsp AIE
0: Disable rtsp auth
1: Open rtsp auth

M J87 (18] 4 SC

Response message

REG NE i35

Status Content Description

code
200 <?xml version="1.0" encoding="UTF-8"?> 183K T
<RtspConfig rtsp_auth="1"/> The request was successful.
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/rtsp </value>

<reason> rtsp_auth: 0 or 1 </reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.43 Get the position status of the relay

3.43 FRENA HBHIALEIRES

/cgi-bin/getRelayStatus? uid=xxxxxxx

SHAR

Parameter name

SHfE

Parameter value

iR

Description
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uid ff2e45cd(Like this format) 2AERI 7 id, @i /cgi-bin/getuid 4% D753 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

Wi 7 (4% ST

Response message

RS N (i3]
Status Content Description
code

200 <?xml version="1.0" encoding="UTF-8"?> 153K T
<RelayStatus>status=1</RelayStatus> The request was successful.

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<RelayStatus>Get status(0) (Other parameters similar to the wrong tips do not
fail</RelayStatus> repeat the explanation)

3.44 Set the position state of the relay

3.44 WEHHBHLERS

/cgi-bin/setRelayStatus? status=0& uid=xxxxxxx

SRR SHE ik

Parameter name Parameter value Description

uid ff2e45cd(Like this format) SAEHIR P id, J#id /cgi-bin/getuid #2143 21 id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

status 0-1 0: Wit
1: W&
0: open
1: close

W] 7 ) ST

Response message

RS W& iR

Status Content Description

code

200 <?xml version="1.0" encoding="UTF-8"?> 15 3R Ih

<RelayStatus> set status=1</RelayStatus> The request was successful.

400 Parameter time error
(Other parameters similar to the wrong tips do not
repeat the explanation)
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3.44 Set manual shutter speed

3.4 BEFINRITERE

/cgi-bin/setShutterSpeed?

dayShutterMode=x&dayShutterSpeed=xxx&nightShutterMode=x&nightShutterSpeed=xxx&uid=x

XXXXXX
SHATR SHE Eitipa
Parameter name Parameter value Description

uid ff2e45cd(Like this format) 2AEI 7 id, @i /cgi-bin/getuid 4% 175 2 1) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.

dayShutterMode HRPRT TR 0-1 0: H#

Day Shutter Mode: 0-1 1: Tz

0: auto
1: manual

dayShutterSpeed 10 - 10000 Day Shutter Mode

nightShutterMode TR IR 0-1 0: H3l
Night Shutter Mode: 0-1 1. Tz
0: auto
1: manual
nightShutterSpeed 10 - 10000 BRI T
Night Shutter Mode
M 182 PR 3C
Response message
RS SR iR
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R B Th
<setShutterSpeed>Set dayShutterMode=1, | The request was successful.
dayShutterSpeed=100,
nightShutterMode=1,
nightShuuterSpeed=100</setShutterSpeed>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setShutterSpeed repeat the explanation)
</value>
<reason> dayShutterMode: 0 or 1
</reason>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
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<fault>
<value>/cgi-bin/setShutterSpeed </value>
10

<reason>dayShutterSpeed: or

10000</reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setShutterSpeed </value> repeat the explanation)
<reason>nightShutterMode: 0 or 1
</reason>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error

<fault>
<value>/cgi-bin/setShutterSpeed </value>
<reason> nightShutterSpeed: : 10 or 10000

</reason>

(Other parameters similar to the wrong tips do not

repeat the explanation)

3.45 Set device OEM model
3.45 B E % OEM B 5

/cgi-bin/setDeviceName?deviceName=xxxXXXx&Uid=XXXXXXX

SRR SHE ik
Parameter name Parameter value Description
uid ff2e45cd(Like this format) S id, 81 /cgi-bin/getuid 4% M3 EI 1) id
User id for the session. The id passed through the
/cgi-bin/getuid interface.
deviceName OEM W& TS
OEM device model
M) )82 PR SC
Response message
RS W& ik
Status Content Description
code
200 <?xml version="1.0" encoding="UTF-8"?> 15 3R B Th
<setDeviceName>Set device name(xxxxx) | The request was successful.
successfull</setDeviceName>
400 <?xml version="1.0" encoding="UTF-8"?> Parameter time error
<fault> (Other parameters similar to the wrong tips do not
<value>/cgi-bin/setDeviceName repeat the explanation)
</value>
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<reason>set device name failed! </reason>

3.35 BREHEX 0SD (REENMEF)
3.35 UserOSD(Only set without saving)
/cgi-bin/setUserOsdOnly?enable=1&fontsize=1&title_pos_type=0&title_pos_x=1&title_pos_y=0&title_utf8=1236

66&uid=XXXXXXXX

SH AR SHE (i3]
Parameter name | Parameter value Description
uid ff2e45cd( LGP id, @it /cgi-bin/getuid 2 13 EI) id
Like this format) User id for the session. The id passed through the /cgi-bin/getuid
interface.
enable Option 1 fREIF 5 X RLF 5 1) UserOSD, 0 {3 56 M Xt I 7 5 1)
0 UserOSD
1 1 Enable UserQOSD, 0 Disable UserOSD
fontsize Option FHRRE, 0/, 19, 2 K
0,1,2
Font size. 0 Small, 1 Medium, 2 Large
title_pos_type Option Prmifr EAY, 0 KA, 1 AR
0,1
Title position type. 0 Direction, 1 Coordinate
title_pos_x Numbers b x AL E,  title_pos_type=0 B HU{H 0 = 2,
title_pos_type=1 I HU{E 0 % 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and 0 to
100 for title_pos_type =1
title_pos_y Numbers b oy HhALE,  title_pos_type=0 B HU{E 0 # 2,
title_pos_type=1 I HU{E 0 % 100
Title x-axis position. Values 0 to 2 for title_pos_type = 0 and O to
100 for title_pos_type =1
title_utf8 FR 2

F2HE HTTP URL FIRILYE, W12R title_utf8 (¥ #52&F BEAIE
AT B, IR Hefh AT I T B utfs G 1T
R

it

ipcamera

title_utf8=ipcamera

R4
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title_utf8=%E4%BD%A0%ES5%A5%BD
YR Uf ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

Title content

The title_utf8 parameter specification: according to the HTTP
URL specification, if the value of title_utf8 is both alphanumeric
and the number does not need to be converted, if it contains
other characters, it needs to be converted to a utf8 encoded
string.

For example:

ipcamera

title_utf8=ipcamera

Nas

title_utf8=%E4%BD%A0%E5%A5%BD

YR IF ipcamera

title_utf8=%E4%BD%A0%E5%A5%BDipcamera

M 7 ) 3C

Response message

K& N iR

Status Content Description

code

200 The request was successful. The value of the
parameter is:
enable: Enable or disable OSD
color: Color
fontsize: Font size
title_pos_type: Title position type
title_pos_x: Title x-axis position
title_pos_y: Title y-axis position
title_utf8: Title content

400 <?xml version="1.0" encoding="UTF-8"?> Parameter enable error

<fault>
<value>/cgi-bin/userosd</value>
<reason>enable: 0 or 1</reason>

</fault>

(Other parameters similar to the wrong tips do not

repeat the explanation)
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4% F§ XMLHttpRequest i F] WEB k5251 CGI 2P
4. Using XMLHttpRequest to call CGl program of web server

LAZRAS IPC B uid 2P A0 S5 — AR -
JS Vi F R P S AR

1. function timestamp(url){

2 // var getTimestamp=Math.random();

3 var getTimestamp=new Date().getTime();

4 if(url.indexOf("?")>-1){

5. url=url+"xtamp="+getTimestamp

6 Yelse{

7 url=url+"?timestamp="+getTimestamp

3 }

9. return url;

10. 3}

11.

12. function inner_ getuid()

13. ¢

14. var xmlHttpRequest = null;

15. try{

16.

17. if (window.XMLHttpRequest) {

18. xmlHttpRequest = new XMLHttpRequest();

19. }

20. else if (window.ActiveXObject) {

21. xmlHttpRequest = new ActiveXObject("Microsoft.XMLHTTP");

22. }

23. var szPort = window.location.port;

24. var szProtocol = window.location.protocol;

25. var szHostname = window.location.hostname;

26.

27. /75643 UID 1A

28. var g_des_userid_test = des("WebLogin", hexToString(g_des_userid), ©
> 0);

29. var g_des_passwd_test = des("WebLogin", hexToString(g_des_passwd), ©
> 0);

30.

31. [/ EFFRFE A 3, JEOORECT AN TAT .

32. var re=/[~\u4e@0-\u9fa5a-zA-70-9]/g;

33. g_des_userid_test = g _des_userid_test.replace(re,"");

34, g_des_passwd_test = g des_passwd_test.replace(re,"");

35.
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36.

37.
38.
39.
40.
41.
42.
43,
44,
45.
46.

47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.

IPC HTTP CGI 1§41+

n,n

var szUrl = szProtocol+ "//" + szHostname + + szPort + "/cgi-bin

/getuid?username="+g_des_userid_test+"&password="+g_des_passwd_test;

/73BN [RIER, FEAE TE A
xmlHttpRequest.open("GET", timestamp(szUrl), false);
xmlHttpRequest.send(null);
if(xmlHttpRequest.readyState==4)
{
if(xmlHttpRequest.status==200) {
var xml = xmlLoadText(xmlHttpRequest.responseText);
[ /IEASTIAEFREL xm 5L T (19 50405 11 bR 4
var uid = xml.getElementsByTagName("uid")[@].childNodes[©].n
odeValue;
}
else
{
uid = 9;
}
}
}
catch(e)
{
uid = 0;
}
return uid;
}
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